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“The development of DNP was a comprehensive effort to achieve open, standards-based interoperability
between substation computers, RTUs, IEDs (Intelligent Electronic Devices) and master stations (except
inter-master station communications) for the electric utility industry. Also important was the time frame
and the need for a solution to meet today's requirements. As ambitious an undertaking as this was, we
are reaching this objective.

DNP is based on the standards of the International Electrotechnical Commission (IEC) Technical
Committee 57, Working Group 03 who have been working on an OSI 3 layer "Enhanced Performance
Architecture" (EPA) protocol standard for telecontrol applications. DNP has been designed to be as close
to compliant as possible to the standards as they existed at time of development with the addition of
functionality not identified in Europe but needed for current and future North American applications (e.qg.
limited transport layer functions to support 2K descriptor transfers for IEDs, RF and fiber support).
Recently DNP 3.0 was selected as a Recommended Practice by the IEEE C.2 Task Force; RTU to IED
Communications Protocol.

Feature Rich

DNP offers flexibility and functionality that go far beyond conventional communications protocols. Among
its robust and flexible features DNP 3.0 includes:

Output options

Secure configuration/file transfers

Addressing for over 65,000 devices on a single link

Time synchronization and time-stamped events

Broadcast messages

Data link and application layer confirmation

DNP 3.0 was originally designed based on three layers of the OSI seven-layer model: application layer,
data link layer and physical layer. The application layer is object-based with objects provided for most
generic data formats. The data link layer provides for several methods of retrieving data such as polling
for classes and object variations. The physical layer defines most commonly a simple RS-232 or RS-485
interface.

DNP 3.0 is very efficient for a layered protocol while ensuring high data integrity.

Suits Any SCADA/EMS Environment
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Because DNP 3.0 is based on the IEC 870-5 requirements, DNP is suitable for application in the entire
SCADA/EMS environment. This includes RTU to IED communications, master to remote
communications, and even peer-to-peer instances and network applications.

Being an object-based application layer protocol, DNP 3.0 has the flexibility to support multiple operating
modes such as poll-response, polled report-by-exception, unsolicited responses and peer-to-peer. It
permits multiple masters and encourages distributed intelligence.

Users can expect many benefits from using DNP. In the short term:

. Interoperability between multi-vendor devices

Fewer protocols to support in the field

reduced software costs

No protocol translators needed

Shorter delivery schedules

Less testing, maintenance and training

Improved documentation

Independent conformance testing

Support by independent users group and third-party sources (e.g. test sets, source code).

Connection Information

Connection type: - 2. (% -# 324 1) 53
Baud Rates: R - TR
Data Bits:
Stop Bits:
Parity: * - T# - 8"
Multidrop Capability * - .9
#% "
Device Tested (FACTORY, SITE)
w* : 7-/- -/; 7; $ s 8.<
-0 - -/ & - . = , 8.<
7- /= - >— & , 8.<
7 L= , 8.<
#-8 = »n" > 7
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DNP V3.00 DEVICE PROFILE DOCUMENT

- &, " # w(- 7/

D #R * & , @ -", @

4/(C d*+; # N ) #% o, % -

>, - A

. - - M M #

* % ! -% - - A | " "eo— C (/(C Dd*+; # "$
C 7C C (/( # & & - " # ( # =171 -% - - 2% (C (# -
- & &-"C - " "% % - # & -%$ ( 5% - =% " &

r'-% - - C - 7/ B% - % -/ ! (C & " = 1% -/ - -

_Il% - _II - ( _II _/ ! B % = $

-t - -/ %& - " (& # A &- (C , " # %- /

- & TA ] ( - A"l # % & =% $
( %(C " "% ( B % B % # - -% - -"A « %-

% "
5& &) ;-C, & 28% 3 5& & % -, /& -
-& " -& "

- BT - #

5& &) ;-C . 5& & % -5 = .

O None M None

| Fixed at 3 O Fixed

a Configurable a Configurable

- A % -5 = -1 & -

|Zl Never

a Always

O when reporting event data

O when sending multi-fragment responses (Slaves Only)

O sometime

a Configurable
& C ° -/!

Data Link Confirm :

O None O Fixed at O Variable M Configurable (Use timeout param in CSV file.)

Complete App Fragment:

O None O Fixed at O Variable M Configurable (Use timeout param in CSV file.)

App Confirm:

O None O Fixed at O Variable M Configurable (Use timeout param in CSV file.)

Complete App Response:

O None O Fixed at O Variable M Configurable (Use timeout param in CSV file.)

Sends / Executes Control Operations

Write Binary Outputs:

O Never M Always O Sometimes  MConfigurable (May Over-ride default)

Select/Operate :

M Never OAlways O Sometimes  OConfigurable (May Over-ride default)

Direct Operate:

M Never OAlways OSometimes  OConfigurable (May Over-ride default)
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Direct Operate No Ack

ONever OAlways OSometimes  MConfigurable
Count>1

ONever OAlways OSometimes  MConfigurable
Pulse On

ONever OAlways OSometimes  MConfigurable
Pulse Off

ONever OAlways OSometimes  MConfigurable
Latch On

ONever OAlways OSometimes  MConfigurable
Latch Off

ONever OAlways OSometimes  MConfigurable
Queue

MNever OAlways O Sometimes O Configurable
Clear Queue

MNever OAlways O Sometimes O Configurable
Configurable using CSV file parameters and data array values.

, 8 (! =1 ) #% 8-=

7% % 6- = (-/ T# -

OEither time tagged or non-time tagged for a single event.
OBoth time tagged or non-time tagged for a single event.

OConfigurable
,. 8 (! =1 # ) #% 8-=
- 6- = (-/ 7# - "(C-- %1% - 6- =>- T#- "(-- %1% # -
# - A "$ A S
ONever ONever
OOnly Time Tagged OOnly Time Tagged
OOnly Non Time Tagged OOnly Non Time Tagged
OConfigurable OConfigurable
=t- /
ONever =" %) - - % "o -
MConfigurable (Active Server with wrbc/wrbc MNever
functions) OWhen device restarts
OOnly certain Objects OWhen status flags change
OSometimes
OEnable / Disable
) ! - 81w? - - B
MNo Counters Reported ch;o Cpunters Reported
: onfigurable
OConfigurable 016 bits
ODefault Object 032 Bits
ODefault variation
OPoint by Point List Attached OOther Value
OList attached
=" | /& - . - ONo AYes
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Table 2.3-1
; # % & - -D*+ ;3
k3
) 5% - # % & %
6 " _ll% LAAA] - ! _% - A ! Il$
OBJECT REQUEST RESPONSE
2 # & 3 % & 3
Func Qual Func Qual
Obj|Var Description Codes Codes Codes Codes
(dec) (hex) (hex)
S 00,01,07,08,17,28
6- => 1 |01,06,07,08,17,28 07,08,17,28
6- == 1 01,06,07,0817,28 07.08.17,28
6- = (A 00,01,07,08,17,28
6.5‘( e O 2 100,01,17,28 00,07,08
6.5‘( o St 2 |00,01,17,28 00,07.08
6- =  (-/
s e 2 /00,01,17,28 00,07,08
6- = 129,
2 - 00,01,07,08,17,28 130 00,01,07,08,17,28
6- = 1,2 |01,06,07,08,17,28 11%%- 00,01,07,08,17,28
6- = 1,2 |01,06,07,08,17,28 07.08.17,28
- 6 uC 129,
2 _ 1 00,01,07,08,17,28 130 00,01,07,08,17,28
- ~ :8 %( |
6 uC 1,2 |01,06,07,08 A
+ - - 6%
+ - C
ST 00,01,07,08,17,28
6 6- = - 1,2 |00,01,06,07,08,17,28 07,08,17,28
6 6- = - 1,2 |00,01,06,07,08,17,28 07,08,17,28
6 ) - 1,2 |00,01,06,07,08,17,28 07,08,17,28
6 6- = - 1,2 |00,01,06,07,08,17,28 07.08.17,28
. (6 6- 7 - 1,2 |00,01,06,07,08,17,28 07.08.17.28
. (6 6- 7 - 1,2 |00,01,06,07,08,17,28 07.08.17.28
- (6 ) ; 1,2 |00,01,06,07,08,17,28 07.08.17.28
. (6 > ;- 1,2 |00,01,06,07,08,17,28 07,08.17,28
5T 00,01,07,08,17,28
1,2 |00,01,06,07,08,17,28 07,08,17,28
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OBJECT REQUEST RESPONSE
) # & 3 % & 3
Func Qual Func Qual
Obj|Var Description Codes Codes Codes Codes
(dec) (hex) (hex)
6 , - - 1,2 |00,01,06,07,08,17,28 07,08,17,28
6. ) 1,2 |00,01,06,07,08,17,28 11?3% 00,01,07,08,17,28
6. ) 1,2 |00,01,06,07,08,17,28 11?3% 00,01,07,08,17,28
6 , : - - 129,
o e 1,2 |00,01,06,07,08,17,28 130 00,01,07,08,17,28
6 . - - 129,
(& !, 1,2 |00,01,06,07,08,17,28 130 00,01,07,08,17,28
6 , I -)
S & 1,2 |00,01,06,07,08,17,28 1123%' 00,01,07,08,17,28
6 ., :-) 129
(& 1,2 |00,01,06,07,08,17,28 150 00,01,07,08,17,28
_(6 S 1,2 |00,01,06,07,08,17,28 07,08,17,28
_(6 CiT 1,2 |00,01,06,07,08,17,28 07,08,17,28
6. :-) 129,
i, 1,2 |00,01,06,07,08,17,28 130 (00,01,07,08,17,28
6. :-) 129,
PR 1,2 |00,01,06,07,08,17,28 120 [00,01,07,08,17,28
W S 00,01,17,28
6 -
(-7 7#- " ( 1,2 |00,01,06,07,08,17,28 00,01,07,08
&
6 -
(-7 74 - " ( 1,2 |00,01,06,07,08,17,28 00,01,07,08
&
6 ) - 129
(-7 78 -"( 1,2 |00,01,06,07,08,17,28 120 [00,01,07,08,17,28
&
6 ) - 129
(-7 78 -"( 1,2 |00,01,06,07,08,17,28 120 [00,01,07,08,17,28
&
6 - 129
(-7 7#-"( 1,2 |00,01,06,07,08,17,28 T30 00,01,07,08,17,28
&
6 - 129
(-7 7#-"( 1,2 |00,01,06,07,08,17,28 T30 [00,01,07,08,17,28
&
6 - 129
(-7 18- "¢ 1,2 |00,01,06,07,08,17,28 130 (00,01,07,08,17,28
&
6 ) - 129
(-7 78 -"( 1,2 |00,01,06,07,08,17,28 1o (00,01,07,08,17,28
&
» i T TR 1, 00,01,06,07,08,17,28 12 100,01,07,08,17.28
6., - - 1,2 |00,01,06,07,08,17,28 129,164 01,07,08,17,28
et , 130 00.01,07,08,17,
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OBJECT REQUEST RESPONSE
2 # & 3 % & 3
Func Qual Func Qual
Obj|Var Description Codes Codes Codes Codes
(dec) (hex) (hex)
T T 129,
7# - " ( & 1,2 |00,01,06,07,08,17,28 130 00,01,07,08,17,28
gy 129
- - ( 1,2 |00,01,06,07,08,17,28 ' 100,01,07,08,17,28
& 130
© i 129
- - ( 1,2 |00,01,06,07,08,17,28 ' 100,01,07,08,17,28
& 130
6, - - 1,2 (00,01,06,07,08,17,28 129, 100,01,07,08,17,28
-+ ( & , 130 |00.01,07,08,17,
T T 129,
7H- " ( & 1,2 |00,01,06,07,08,17,28 130 00,01,07,08,17,28
© i 129
- - ( 1,2 |00,01,06,07,08,17,28 ' 100,01,07,08,17,28
& 130
© i 129
- - ( 1,2 |00,01,06,07,08,17,28 ' 100,01,07,08,17,28
& 130
- / >-
> _ 00,01,07,08,17,28
6 - /> 1,2 |00,01,06,07,08,17,28 07.08,17,28
6 - /> 1,2 |00,01,06,07,08,17,28 07.08,17,28
. (6 - / ” 1,2 |00,01,06,07,08,17,28 07.08,17,28
-(6 - ,h' 1,2 |00,01,06,07,08,17,28 07.08.17.28
LT 1 |00,01,06,07,08.17,28
Lo 1,2 |00,01,06,07,08,17,28 11%%- 00,01,07,08,17,28
- 6. -/ 1,2 |00,01,06,07,08,17,28 112% 00,01,07,08,17,28
el 129
- T & ! 1,2 00,01,06,07,08,17,28 130 00.01,07,08,17,28
el 129
- T & ! 1,2 00,01,06,07,08,17,28 130 00,01,07,08,17,28
6 , :- - [/ 129,
O 1,2 |00,01,06,07,08,17,28 129 100,01,07,08,17,28
6 , 1- - [/ 129,
= " ( ./ 1,2 |00,01,06,07,08,17,28 130 00,01,07,08,17,28
- G 00,01,06,17,28
6 - / (-/
" (& 1,2 |00,01,06,07,08,17,28 00,01,07,08
-/ (-
7# - " ( & 1,2 |00,01,06,07,08,17,28 00,01,07,08
AN G 129,
7H- " ( & 1,2 |00,01,06,07,08,17,28 130 00,01,07,08,17,28
6 - / (-/ 129,
7 - " (& 1,2 100,01,06,07,08,17,28 130 |00,01,07,08,17,28
CLT T /- 1 |00,01,06,07,08,17,28
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OBJECT REQUEST RESPONSE
) # & 3 % & 3
Func Qual Func Qual
Obj|Var Description Codes Codes Codes Codes
(dec) (hex) (hex)
0/ 1,2 |00,01,06,07,08,17,28 129, 140,01,07,08,17,28
e 2 |00,01,06,07,08,17, 130 00,01,07,08,17,
L - - 7 129,
T 1,2 |00,01,06,07,08,17,28 1o 100,01,07,08,17,28
L - - 7 129,
4ot 1,2 |00,01,06,07,08,17,28 1o 100,01,07,08,17,28
L - - 7 129,
a 1,2 |00,01,06,07,08,17,28 1o 100,01,07,08,17,28
- /8 00,01,07,08,17,28
6 - /8 1,2 |00,01,06,07,08,17,28 1 100,01,07,08,17,28
6 - /8 1,2 |00,01,06,07,08,17,28 07,08,17,28
-, /8 ek 1, [00,01,06,07,08,17,28
6 - /8 129,
6 o 1,2,4,6/00,01,06,07,08,17,28 1 100,01,07,08,17,28
6 - /8 D 1 W !
A o *00,01,06,07,08 "
& ) 1,2 |00,01,06,07,08,17,28
5 "(
& ) ¢, |A - =g/ 1 (000106081728 129, |00,01,07,08,17,28
DA 1,2 |00,01,06,07,08,17,28 129, 00,01,07,08,17,28
& - 8 1, [00,01,06,07,08,17,28
& - 8 1,2 |00,01,06,07,08,17,28 A g |
(T &
-5 8 1,2 |00,01,06,07,08,17,28 A _ o |—D
&y =
2 -
&) = A - = |
&) =.- ™ A - = |
)
D)
D
)
s -l
NN N
_ 5E
/ 81%
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OBJECT REQUEST RESPONSE
2 # & 3 2& & 3
Func Qual Func Qual
Obj|Var Description Codes Codes Codes Codes
(dec) (hex) (hex)
) #% + !
+# ./ -
88 %
+# ./ -
8% %
%hoo-> -1
« ., I+ -
-/, -/ + -
75 _l' " , _/
+ -
& + % "6- =
X T
TR T
6- = " ") %&
; / + U "6- =
R
* 851 % _ D
2
* 851 % 3
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4> + Q7>* 7*>8* ;;<;7, 6; *F
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